The growing amount of crime, such as corporate frauds and virus attacks, in the last two decades highlights not only the importance of computer forensics in crime investigations but also the lack of forensic specialists in this area. An urgent need exists for universities to provide courses on computer forensics to ease the shortage of forensic specialists. This paper proposes a sixdimensional knowledge model for computer forensic courses. The six dimensions include categories of crime, computer technology, security, legislation, investigation process, and forensic tools. The paper describes in detail how the model was implemented in a postgraduate introductory computer forensic course. A brief summary of the lessons learned by the author in the course development and delivery is also presented.
I. INTRODUCTION
The collapse of major corporations in the last decade, such as Enron and WorldCom, shocked the world. To understand what happened and who was responsible for the corporate frauds, investigators employed computer forensics and recovered numerous deleted e-mails and other documents from computers used by the involved parties [Anatasi, 2003] . The rising importance of computer forensics in crime investigations is unsurprising in light of the increasing usage of computers in the last several decades. Governments worldwide emphasize the importance of computer forensics in national security after the September 11, 2001 attack in the United States and London, England bomb attacks [BBC, 2005] . More organizations require computer forensic specialists to conduct non-criminal internal investigations because of employee misbehaviors or intrusions to organizations' computer systems [Sinangin, 2002; Wang et al., 2005] .
As computers now play an important role in both computer crime and computer-related crime 1 , computer forensic specialists are in demand. More jobs in this area are available in Australia and overseas [ASIO, 2005 , ASCLD, 2005 . While the demand for computer forensic specialists
Crime Investigation: A Course in Computer Forensics by N. Lim increases, the current supply of such professionals is insufficient [Vacca, 2005] . Hence, a need exists for universities to provide courses to ease the shortage of forensic specialists.
In view of the need for universities to train computer forensic specialists, the objective of this paper is to introduce a six-dimensional knowledge model that serves as a framework for any course development in computer forensics. It then summarizes the author's experience of developing a computer forensic course that implemented the knowledge model. The remainder of this paper is organized as follows: Section II explains computer forensics and describes a sixdimensional knowledge model for computer forensic courses. Section III provides the background of a postgraduate computer forensic course that implemented the proposed knowledge model. Section IV presents the course design. It elaborates the topics covered in and the assessment criteria of the course. Section V summarizes the author's experience and provides recommendations to academics who intend to teach similar courses. Finally, Section VI concludes the paper and discusses how a computer forensic course can complement a business forensic course to suit the needs of forensic accountants.
II. COMPUTER FORENSICS
Computer forensics is an "investigation of situations where there is computer-based (digital) or electronic evidence of a crime or suspicious behavior, but the crime or behavior may be of any type" [Mohay et al., 2003, p.3] . It is also "the process of identifying, preserving, analysing, and presenting digital evidence in a manner that is legally acceptable" [McKemmish, 1999] . The above two definitions highlight three important aspects of computer forensics: crime behavior, computer-based evidence, and potential use of evidence in court. A course on computer forensics should provide students the opportunity to learn forensic collection guidelines, laws of evidence, and basic tools used in the forensic examination of computers [Mendell, 2004] .
Computer forensics is part of traditional forensic science as well as information systems (IS) security. Table 1 highlights the differences among the disciplines. While more universities offer programs on forensic science [ABC, 2005a] or courses on IS security, to date only limited tertiary institutions offer programs on pure computer forensics. Based on the various definitions of computer forensics, the author proposes that every computer forensic course should cover six dimensions of knowledge as shown in Figure 1 .
Six dimensions of computer forensic knowledge:
• Categories of crime: Investigators need to understand how computers are being used in different types of computer crime and computer-related crime.
• Computer technology: Investigators need to know how data are stored in computers so that they know where to search for evidence.
• Security: Investigators need to know how security measures, such as encryption, can protect individuals/organizations as well as hinder investigations.
• Legislation: Investigators should always assume the investigation would go to criminal proceedings. Hence they should be aware of the legislative requirements.
• Investigation process: Investigators must be fully aware of the appropriate procedures of handling evidence so that they do not run the risk of contaminating evidence during the investigation process.
• Forensic tools: Investigators need to know what tools are available for forensic investigations. They also should be aware of the strengths and limitations of each tool. 
Discipline Characteristics
Forensic science Application of a field of science such as biology, chemistry, botany, dentistry, and medicine in order to identify, preserve, analyze, and present evidence in a manner that is legally acceptable. The emphasis is on physical evidence, such as fingerprints, blood stain, and DNA.
Information systems security Protection of information systems against unauthorized access and modification of information. It includes measures that can be used to detect, document, and counter such threats [OrangeSec, 2000] .
Computer forensics The process of identifying, preserving, analyzing, and presenting digital evidence in a manner that is legally acceptable [McKemmish, 1999] .
Business forensics Investigation of fraud. It includes quantification of losses/damages arising from a commercial dispute. Overview of the fundamental concepts related to computer forensics with an emphasis on the overall investigation process
III. COURSE BACKGROUND

IV. COURSE DESIGN
The objective of the course is to give students an overview of the fundamental concepts related to computer forensics with an emphasis on the overall investigation process. Although many investigation process models were proposed by researchers [e.g., Beebe and Clark, 2005] , those models are similar to one another. As discussed in Section II, a computer forensic investigation process generally comprises the identifying, preserving, analyzing, and presenting of digital evidence that is admissible in judicial proceedings. The author developed the course based on the investigation process. Figure 2 shows the structure and topics of the course. It describes how different topics fit together, in particular how later topics built on the earlier ones. At the beginning of the course, students were introduced to the concept of computer forensics and digital evidence. To understand the important role computers play in cybercrime, students were also introduced to different types of computer crime and computer-related crime. Prior to learning how to conduct a computer forensic investigation, students learned basic knowledge about computers and the Internet. Having laid the foundation, the author then provided an overview of each of the major steps in a computer forensic investigation, which would be elaborated on in later seminars. As legislation is a major component of computer forensics, two lawyers were invited to present the major computer crime legislation, as well as other legal issues salient to computer forensics. The remaining seminars covered the major steps of computer forensics, from discovery of crime to evidence collection, to evidence analysis, and finally to documentation and presentation of evidence.
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This course included case discussions in addition to presentations by the lecturer, students, and guests. Students were expected to read a textbook, several newspaper articles, and several journal articles. The details of each seminar, which include materials covered, assigned reading, activities, and references, are summarized in Table 3 and elaborated below. Useful links related to each topic were also provided to students through WebRaft 2 . Appendix I lists some of those links. • Discussion of computer crime and computer-related crime.
• A glimpse of a video on cyberstalking (the entire video to be shown in Seminar 11)
Introduction
• Computer forensics: Definitions, components • Digital evidence: Definitions, importance, etc.
Cybercrime (computer crime and computer-related crime)
• Hacking, malware attack, denial of service attack, etc.
Internet Basics
• Client/server model • TCP/IP and other protocols • Domain name system, etc.
Computer Basics
• Computer startup process • Saving and deleting files • Space: slack, unallocated, etc.
Intrusion Detection
• Intrusion detection systems • TCPDump log analysis, etc.
Investigation Process Overview
• Chain of evidence • Investigation guidelines, etc. Legislation
Evidence Collection
• Disk imaging and hashing • Virtual memory, Windows Registry, etc.
Evidence Analysis
• Visual analysis: link, temporal • Numerical analysis: regression, Benford's law, etc.
Documentation and Presentation of Evidence
Security Measures
Crime • Guidelines for the Management of IT evidence [SAI Global, 2003] • Case on misbehaving employee [Mohay, et al., 2003, Ch5.6 • Discussion on types of digital evidence
• A television program on identity theft [ABC, 2005b] 9. Evidence Analysis I
• Casey [2004] Ch5, Ch9.6
• Case on file signature analysis [Mohay, et al., 2003, Ch5.6 • Guest presentation (an expert from KPMGJoel Lucas) on link analysis including a demonstration of a forensic tool, i2
• The full version of the cyberstalking video followed by discussion.
Exam Review and Student Presentation ----Student Presentation of Assignment 3
SEMINAR 1: INTRODUCTION
The author began the course with an introduction to the topic and presented the definitions of computer forensics and digital evidence in Seminar 1. The importance of computer forensics and digital evidence, such as how digital evidence can be used as an alibi, was emphasized. Having highlighted the differences between computer crime and computer-related crime, the author asked students to form into groups and provide examples of each type of crime. In addition, the beginning section of a crime video was shown to generate in-class discussions [RTHK, 2003] . Although titled "Blackmail," the video is about cyberstalking. In the video, a girl receives threatening emails from a cyberstalker who monitors her online activities through a Trojan horse. He also steals her identity in online chat rooms. The story is about how the police investigate the case. They track the cyberstalker through his IP address, narrow down the investigation scope to a handful of employees in a trading company, identify the relevant computers, and crack the password of a file that provides the required evidence to indict an IT manager of the company. Students were shown only the first few minutes of the clip, which shows the girl receiving threatening emails. They then discussed possible investigation approaches to solve the case. They would watch the entire 20-minute video clip at the end of the semester.
SEMINAR 2: CYBERCRIME Seminar 2 introduced students to different concepts related to cybercrime. Topics covered included hacking, viruses, worms, Trojan horses, spyware, keylogger attack, denial of service attacks, and phishing. To facilitate the understanding of how cybercrime is committed, the author explained basic computer and network knowledge along the way. For example, packet switching, Transmission Control Protocol/Internet Protocol (TCP/IP), IP address, domain name system (DNS), and client/server model were covered. During the seminar, students discussed different aspects of Trojan horses such as who is likely to spread Trojan horses.
At the end of the class, students were asked to read two newspaper articles at home, which discuss phishing and pharming [Anonymous, 2005a; . They were also asked to read a case on the Melissa virus attack in 1999 [Mohay et al., 2003] for the following week's discussion. The Communications of the ACM published a special issue on spyware in August 2005. Three of the articles in that issue [Awad and Fitzgerald, 2005; Schmidt and Arnett, 2005; Shukla and Nah, 2005] were included in the assigned reading later in the semester. The author selected those three articles because they were short, interesting, and easy to read.
SEMINAR 3: TECHNOLOGY BASIC
Seminar 3 continued to cover basic computer and network knowledge essential to the understanding of collecting digital evidence. The author explained the computer start-up process and its significance in computer forensics. Other topics covered in this class included hard disk structure, CHS (cylinder, head, and sector) addressing, file systems, allocated space, unallocated space, slack space, file signature, and MAC (media access control) address. Moreover, the students engaged in a group discussion on the Melissa virus case that was distributed the week before [Mohay et al., 2003] . They were given another case on keylogging for the following week's discussion [Mohay et al., 2003 ].
To enhance students' involvement in the course, the author deliberately left out six cybercrime related topics from her presentation in the seminars. Students formed into groups to investigate those topics and presented the results to the class. Each group had 15 minutes to do their presentation. The six arbitrarily selected topics were spamming, spoofing, pharming, identity theft, software piracy, and Internet pornography. In Seminar 3, students presented spamming, spoofing, and pharming.
SEMINAR 4: INVESTIGATION PROCESS OVERVIEW
Through the discussion of a crime scene [Nelson et al., 2005 , Figure 2 -1], the author provided an overview of the entire process of a cybercrime investigation in Seminar 4. Criminology concepts such as the Locard's exchange principle 3 and modus operandi 4 were explained. In particular, she explained the importance for investigators to "show that the evidence remained uncontaminated after it was gathered and during analysis" [Mohay et al., 2003, p.27] . This is called the chain of evidence principle. The author briefly described how this principle should be maintained during the investigation process. The details of how the principle should be upheld in each investigation step would be covered in later seminars. Students were required to read The Good Practice Guide for Computer Based Electronic Evidence developed by the National Hi-Tech Crime Unit [NHTCU] and the Guidelines for the Management of IT Evidence [SAI Global, 2003 ]. They were also given a case on chain of evidence for discussions in Seminar 6 [Mohay et al., 2003] . Mr. Dean Newlan, Executive Director of KPMG Forensic, gave a presentation on how he and his colleagues conduct computer forensic investigations. In addition, the other half of the students gave their presentation on software piracy, identity theft, and Internet pornography. Students also participated in a discussion of a case in which the FBI used a keylogger to steal an organized gang leader's password [Mohay et al., 2003 ].
SEMINAR 5: LEGISLATION
Seminar 5 focused on Australian legislation on computer crime and computer-related crime. The seminar was run by two Supreme Court lawyers, Ms. Kellech Smith and Mr. Alan Nash, who presented various types of computer crime-related legislation, civil courses of actions, admissibility of evidence, and gathering and preservation of evidence. As much legislation is related to computer crime, they focused only on the major ones: CyberCrime Act (2001) . Moreover, they highlighted the importance of obtaining warrants and/or Anton Piller Orders (i.e., civil search warrants) in the evidence collection process.
SEMINAR 6: INTRUSION DETECTION
Half of the course (Seminar 6 to Seminar 11) elaborated on each step in the computer forensic investigation process. It began with Seminar 6 that covered discovery of crime in particular intrusion detection. In addition to different phases of intrusion, different approaches of intrusion, different categories of intrusion detection system, students learned how to monitor Windows systems and network systems. They were introduced to the network monitoring tools netstat, nmap, and fport. The author also taught the students how to interpret simple network activities reports generated by tcpdump. Tcpdump is a network monitoring tool for identifying abnormal network activities such as hacking or denial of service attack [Northcutt and Novak, 2003 ]. The author also explained how someone can trigger a denial of service attack using TCP/IP or Internet Control Message Protocol (ICMP). Furthermore, a case related to chain of evidence (misbehaving employee) was discussed in class [Mohay et al., 2003 ].
SEMINARS 7 AND 8: EVIDENCE COLLECTION
Both seminars 7 and 8 were about identification and seizure of evidence. Seminar 7 focused on collecting digital evidence from a stand-alone computer. It covered disk imaging, hashing, collecting evidence stored in virtual memory, printer spooler files, hidden files, and Windows registry. A KPMG forensic expert, Mr. Peter Moore, presented how he conducted computer forensic investigations. He also demonstrated how to image a hard drive using Encase, the de facto industrial standard, to collect evidence from a computer. Seminar 8 focused on collecting digital evidence from a networked computer environment, such as Web browsers and e-mails. Apart from discussing different types of digital evidence, students were shown part of a television program on identity theft [ABC, 2005b] .
SEMINARS 9 AND 10: EVIDENCE ANALYSIS
Seminars 9 and 10 concerned evidence analysis. Seminar 9 covered how data mining techniques could be used to identify useful evidence. It also covered different evidence analysis approaches: system usage, Internet usage, temporal, link, function, classification, association, sequential, clustering, deviation detection, and string comparison. A senior manager from the largest telecommunication company in Australia, Telstra, Mr. Roger Levy, explained how his colleagues employed data mining to investigate crime. Students were given a case on file signature analysis for the following week's discussion [Mohay et al., 2003 ].
In Seminar 10, a colleague in accounting, Associate Professor Matthew Pinnuck, gave a presentation on statistical analysis. He presented regression analysis, correlation analysis, and dispersion analysis. The author also introduced Benford's law [Nigrini, 1999; Moore and Benjamin, 2004] to the class and illustrated how it could be used in evidence analysis. In addition, a case related to file signature analysis was discussed.
SEMINAR 11: DOCUMENTATION AND PRESENTATION OF EVIDENCE
At the beginning of Seminar 11, Mr. Joel Lucas, another KPMG forensic expert, demonstrated how to use a link analysis software called i2 to analyze digital evidence. In addition to documentation and presentation of evidence in court [Solon and Harper, 2004] , Seminar 11 covered computer and Internet security. In particular, the author explained the concept of private key and public key encryptions and how encryption could protect individuals/organizations as well as hinder investigation. The entire video of the cyberstalking case was also shown, followed by a class discussion. The video summarized the steps in a computer forensic investigation and the topics covered in this course.
SEMINAR 12: EXAMINATION REVIEW AND PRESENTATION
The last seminar was a review of materials covered in the semester. In addition, students presented the newspaper articles they wrote for Assignment 3. Table 4 shows the assessment scheme of the course. As explained earlier, students did a group presentation on a topic related to computer crime (spamming, pharming, spoofing, software piracy, identity theft, and Internet pornography) in either Seminar 3 or 4. The presentation was worth 10 percent of their final grade. Another 10 percent was based on class participation. Students were required to submit three assignments. The first two assignments were individual assignments, each worth 5 percent. Assignment 1 (Appendix II) concerned how files were saved and deleted on a hard drive. It tested students' understanding of concepts on allocated space, unallocated space, and slack space. Assignment 2 (Appendix III) was about network intrusion detection. It tested students' ability to interpret network activities reports to identify abnormal network activities. Assignment 3 (Appendix IV) was worth 20 percent. Students were required to form into groups and write a newspaper-style article on a topic related to the course. They were also required to present their work in the last seminar. The topics selected by students for assignment 3 were as follows:
ASSESSMENT SCHEME
• Wireless network security Assignment 1 (on file space) 5%
Assignment 2 (on network intrusion) 5%
Assignment 3 (writing a newspaper article plus presentation) 20%
Final Examination 50% Total 100%
V. LESSONS LEARNED AND RECOMMENDATIONS
Results of an end-of-semester anonymous survey showed that most students found the course interesting and useful. This section summarizes the author's experience of developing and teaching the computer forensics course, and her recommendations for academics who would like to develop a similar course.
First, the extent of coverage of the above computer forensic course in terms of the six dimensions is shown in Figure 3 . The course successfully covered all six dimensions of the proposed knowledge model to different degrees. In particular, it emphasized the computer forensic investigation process. Feedback from the students indicated that the strength of the course lay in the breadth of the course. The above implementation is suitable for courses of 10 to 12 weeks' duration. For 15-week courses, academics may consider increasing coverage of technology and security. For example, they could extend the coverage of the computer technology dimension to include a more detailed discussion of computer file systems specific to each major operating system in the market. If resources are available, academics may consider giving students handson practice of forensic tools in a laboratory so that students can practice imaging a hard disk or recovering deleted files. For an advanced computer forensic course, academics may consider teaching password recovery techniques or PDAs recovery techniques [Jansen and Ayers, 2004] .
Second, while it is generally a good idea to invite practitioners to an IS course to share their experience, an active involvement of practitioners is a must for the success of a computer forensic course. This is chiefly because while IS academics are likely to have some working experience in information systems, they are unlikely to have much experience in computer forensics. Without the involvement of practitioners, students probably would consider the course to be too theoretical. Comments from the students of the computer forensic course confirmed this thought. One third of the students of course 306-691 considered the guest presentations the biggest strength of the course. In particular, they valued the demonstration of different forensic tools by the guest speakers. Among all the guest speakers in 306-691, students most liked the presentation by the senior manager from Telstra.
Figure 3. Implementation of the Six Dimensions
The involvement of multiple guest speakers requires academics to be flexible and ready to fit the course into the busy schedule of the practitioners. On more than one occasion the author experienced that guests were unable to present to the class as scheduled. For example, the two lawyers who presented in Seminar 4 were, in fact, a replacement for another more experienced lawyer who became unavailable suddenly because of an impending court case. Therefore, it is important to have a contingency plan, such as preparing extra material related to each topic should the scheduled guests be unavailable.
Third, developing a computer forensic course is not just another new course development for IS academics. Academics are unlikely to have much background knowledge in computer forensics, except in computer technology and security. Therefore, the amount of time and effort required to develop such a course, including the time required to learn the materials, is immense. The author would not recommend any academic who plans to develop a similar course to do it alone. Departmental support, for example, by providing sufficient resources such as reduced teaching loads for course preparation or funding for purchasing forensic software nature of the course, it would be a good idea to let students illustrate their understanding by solving a case. Unfortunately, as the author did not have enough time to finish writing a case for that purpose, she was forced to give up the idea and required the students to write a newspaper article instead.
Fourth, selecting an appropriate textbook for a computer forensic course can be a challenge. While many IS security textbooks are available in the market, textbooks for computer forensics, in particular from traditional publishers, are limited. The existing forensic books can be classified into three categories:
• Books that focus on general concepts on computer forensics [e.g., Mohay et al., 2003; Vacca, 2005] .
• Books that focus on technical details of computer forensics such as where to locate log files [e.g., Carvey, 2005b; Nelson et al., 2005] .
• Books that cover both general concepts and technical details of computer forensics [e.g., Casey, 2004; Mandia et al., 2003 ].
The author chose Casey [2004] as the textbook because it has a reasonable balance of general concepts and technical details. Nevertheless, two problems existed. First, although Casey [2004] covers computer crime legislation, it is inappropriate for Australian students as it is about American legislation. Second, it appears that the book was not written for students. Therefore, some students were dissatisfied with the book as it does not have features such as end-ofchapter exercises, which they normally found in other well-developed textbooks. Some students also found the book content too technical. Despite these problems, the author still considers Casey [2004] 
VI. CONCLUSION
In this paper, the author proposed a six-dimensional knowledge model for computer forensic courses. She also described how she implemented the model in a trial run of a postgraduate computer forensic course in 2005. As the course is only an introductory course in computer forensics, the author does not expect students to become certified examiners after taking the course. Nevertheless, the materials covered in the course should provide the students with a good starting point if they intend to pursue a career in this area. Students can consider the CIFI (Certified Information Forensics Investigator) certification of the IISFA (International Information Systems Forensics Association) or the CCE (Certified Computer Examiner) certification of the ISFCE (International Society of Forensic Computer Examiners).
Apart from training students to become certified computer forensic specialists, IS academics may consider collaborating with accounting colleagues to develop a curriculum that combines business forensics and computer forensics. Business forensics is mainly about fraud investigation. In a business forensic course, students learn about fraud investigation, quantification of losses/damages arising from a commercial dispute, law of evidence, and how to be an expert witness in courts. Equipped with knowledge from both business forensics and computer forensics, students would be ready to work as forensic accountants in accounting practices such as the Big Four Firms.
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